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S$1

Argument by
satisfaction of all C/S
safety requirements

G1

C/S Logic is fault free

Argument by omission
of all identified software

hazards

C1

Identified
software hazards

Ty

Pl R

G2 G3

Press controls being
'fammed on' will cause
press to halt

Release of controls prior to press
passing physical PoONR will
cause press operation to abort

i

'Abort' transition of PLC
state machine includes

G5 G7

Sn1
'Failure1' transition of PLC

state machine includes

C/S fails safe (halts) on, and
annunciates (by sounding
klaxon), all single component

G8

Unintended opening of press
(after PONR) can only occur
as a result of component
failure

G9

Unintended closing of press
can only occur as a result of
component failure

BUTTON_IN going FALSE

Black Box BUTTON_IN remaining true

Test Results

Sn2

C/S State
Machine

failures

Sn3

Fault tree analysis
cutsets for event
'Hand trapped in

press due to
command error'

Sn4

Hazard
directed test
results

T.Kelly, R. Weaver, Goal Structuring Notation: A Safety Argument Notation
, In Proc. Workshop on Assurance Cases, DSN 2004
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. MoD Defence Standard 00-56
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din

Infusion Pump

. - and for making an argument as to why the evidence, your
data and analyses, supports the claim”

. A safety case is the best way to both document and review a
submittal based on a risk management approach because the
argument shows the proportionality of the mitigation”
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H InformationElement

containsArgument

refersToArgument | 0. *

0.1

H ReasoningElement

1

1

hasStrugture

H CitationElement

H Claim

o assumed : Boolean
© toBeSupported : Boolean

H ArgumentReasoning

*
H TaggedValue £ ModelElement 0. i=nget
o key : String = identifier : String
= value : .5tring = description : String ~
= content : String 0..% source
T
E ArgumentElement 0.* ' 0.* _|B ArgumentLini:
containsArgumentElemenI l containsArgumentLink
T T 1
0.1 H Argument
refersToArgumentElement -

E Annotation

H AssertedRelationship

H AssertedInference

|

i -

H AssertedContext

H AssertedChallenge

0..* E AssertedEvidence

H AssertedCounterEvidence

describes

H EvidenceAssertion
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D-Case Editor
E3u

% Java - ET2010/ReceptionService.dcase_diagram - Eclipse
E

e Edit Diseram Navigate Search Project Bun  ExtWalidatior D-Case Window Help
M HOi$ - 0-Q BEG ®SH- 8- 5w e (& Java |
| MS UI Gothic vls ¥IB T A&~ g~ Biv ol Lo )~ [100% v
" Freedcase_diagram |X| ParameterDataType.xml [d] receptionumlcomp =8 [ Template Selection View §2 =8
:; R L IR - I L SR BRI I SRR, LU SRR, - SRR N =S N e 7 gl
- AT = =
I: 3 - ~ = h @)~ [:] Elevator04.dcase_model
. O ContextC_1 ; — i
o (= Nodes o _E> Library
) O GoalG1 Boal @ Pattemn
. - Reception Service is delivered by a camera robot consisting of 0 toa [ﬂ Rank &_Availability. dcase_model
N Camera component and Robot component. — I Strateey [:] RankB_Availability.dcase_model
- . ception Service recovers B
: + There are a redundant pair of camera robots: from failures O Evidence [ﬂ RankG_fvailability.dcase_model
o~ Primary Camera Robot and Backup Camera Robot. within the acceptable time [ﬂ dfops.dease_model
: limit Monitor
- + Acceptable time limit for recovery is 10 seconds @
- when Backup Camera Robot is functioning, otherwise 5 minutes. & Undeveloped
-\ J | @ Context
- Justification
: & Strategy:S_1 @
- (5] em
N Argument across failure detection € Set properties - @
- and recovery action
: Name: [GJ I
i Desc: Reception Service recovers from failures
- within the acceptable time limit
@
: © ContextG.2 O GoalG 2 O GoalG3
: To detect a failure is to monitor Service failures are detected ?ecetpg":‘ Sfr;i?e_lrecovers
o for it and to alert Maintenance when they occur. r'?m. & he ecle i anure
& Personnel when it occurs. withinthertimellimit Attachment | |[ Browse. |
- Weight: 1 —
: Swe 0]
-
- [ ok | [ Cancel J
- _— | |
e : sl el B O

http://www.dependable-os.net/tech/D-CaseEditor/
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. A system whose boundary,
function, structure, and interfaces
change over time
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. cf. google "safety case engineer”
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D-Case
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. DI RFLDD-CaseNDY VI %HERKRITITI X
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Goal

Claim to be
argued:

Eg: System is
safe

Final object
For supporting
A goal

Eg: FTA results

Strategy

Context

Rationale for
decomposing a goal
Eg.

Argue for

each identified
fault

Environmental
Information for
arguing goals

Eg. System environment,

list of all identified faults

Monitoring

Evidences obtained from
run-time system
Eg. System Logs by monitoring,

external | d* framework

Link to D-Case of other system
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D-Casesc N 25

T € A7 L(D-Case, D-REF—L)
ILAR—% (BExEAvIZABATIL—7)

oYY NT—=U VAT AEBISCKERF—L) D_Casej\lﬂlﬂ
NAYRAM—=LOMRy NAVFANMEXTEOY 7 ABHTIL—7)

N=23 >y NA—ILY AT L(EBHRTF—L) ;F Hi
FHORY b (ERFNEET —L) HER

A—=N\—AYvEa1—FDERY =2 7L (BAHERLUKTIL—T)

TOGAF(The Open Group Architecture Framework)(&EHEKILUAZIL—2)
BEEOIVAMEEMIY AR A)

BNIATHE(BODKEHF S A, BIRFEE)
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e 00 D-Case Editor A Typed Assurance Case Editor "
m @ 2| | @ www.dependable-os.net/tech/D-CaseEditor/D-Case_Editor_J.htm| C it m

D-Case Editor &% 4 V>0O—K X&R

D-Case Editor
A Typed Assurance Case Editor

D-Case EditoridBF = v VBB EER DO, Y17 I VAT—ADIT« ¥
—T9, EclipseD 7>/ 14> T#HD. Eclipse GMFZ£> TREINTWVE
ED

FRBERUTTY,

[ ]
D _‘ a S e E d I t O r C TY AT T VR — ADEGHTH % GSN(Goal Structuring Notation) % ¥R — b

*GSNARY—v 57477V, EENLZEBEF « v 7Bk

ECIipse P|ug|n + D-Case DB AMIRE > BERFI D X — Y~

. CRNRVRATFADE=Y Y v TS BHEAED SR — P A
Pattern lerary CE BTV B R ST,
Simple Type Checking

Monitoring Function

TEDHEZTDHD

D-Case Editor Screen Shot
D-Case Editort2JST CREST DEOQS Project TD 411 % F — L DR D—DTT,

THBZ EE UITABBCLET,

le-os.net F7:iZ matsu@icts.nagoya-u.ac.jp
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[ o

) & agda.cvs.gr.lp/agda/D-Case-Agca/

"D-Case in Agda" Verification Tool (D-Case/Agda) Pre-release download
page for testing D—Case*&A'Iﬂﬁﬁ‘ v —JL,

"D-Case in Agda" Verification Tool (D-Case/Agda) is a system for construction and
verification of arguments in D-Cases. D-Cases are a kind of assurance cases for

dependability of "open” systems, whose concept is being developed in the project DEOS'.
D-Case/Agda provides a two-way translation between Agdaz. an interactive proof-

assistant, and D-Case Editor®, a graphical editor for D-Case structured arguments. A user
can switch back and forth between the two for construction / checking based on formal
meaning of a D-Casse and its visual manipulation.

+ D-Case/Agda Installer for Windows XP or 7
- This installation may fail under Java 7 with the massage 'Installation of GMF liblary faied." If this is the
case, please: (1) uninstall Java 7; (2) install Java 6 (32bit); (3) run the D-Case/Agda installer; (4) uninstall
Java 6; (5) reinstall Java 7.
- This installs specific versions of Haskell Platform, Emacs, and Agda. Preexisting installations are not
overwritten, but may be overridden (Details).
- This installs D-Case Editor (Eclipse), too, but this does not affect existing installations.

* A Brief Introduction to D-Case/Agda

1. The research is funded by Dependable Embedded Operating Systems for practical use (DEOS) research
area in Core Research for Evolutional Science and Technology (CREST) programme of Japan Science and
Techonology Agency (JST). 2. Agda is developed at Chalmers University of Technology; homepage:
nnmmmmma D-Case Editor is developed in the project DEOS; see http://iwww.iLis.s u-
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DS-Bench Toolset

DEOSt42—T2 B
http://www.dependable-os.net/tech/DSBenchDCloud/

of DS-Bench
D-Case Editor ﬁ ri DS-Bench _

Controller

Benchmark

."-':”:;:TJ Databases
_; ; ‘ Anomaly
‘ . .
D-Case
Editor e
D CIOUd Benchmark
Controller Programs

D-Cloud

Target Machines

Target Machines (Virtual, Cloud)
(Physical)

DSN2012;Boston, MA, " USA 29
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Web Serve Demo

(DEOSt 2—FAH)

Client Web Apphca“on Database
Server Server Server
Client —
=3 ||l
| ESE
clent . _~"
I /I} g E’: |
I J '
\\ y4
Operator
Console
Requirement Risk Analysis Result
*Maximum Access Number: 2500 times/minute “Too Many Access from Users
“Response Time is within 3 seconds "Response Time Delay
"Recovery for one failure is within 5 minutes “Memory Leak, ...
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