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GSN/\F—>

G1:{System X}
is Safe

Z‘l

S1: Argument over
all safety-related
function of system

INFA—A

Indicates a
1-to-many
relationshi

Provides {Function Y}

C1: Safety Related
Functions of {System X}

(n=#functions)

Indicates that
element

remains to
he
instantiated

AN

G4: All system
functions are

independent
(no interactions)

G2:{Function Y}
is safe G3: Interactions
S_» between system
_U-jju g @ functions are
O)*Eaﬁ—z non-hazardous
(Multiplicity)

<

O

Fig. 3. An example of GSN patterns [8]

1 of 2 d===== Indicates a choice

HJd—)L
D:EIR
(Choice)



e JL—TFE

e =

/" Con: tierN design
\

\ gitier i} design} /'
AN —

GSN/\ 53—

ﬁ:on: AssReq

Goal: sw contribution

- {Hazard} is acceptably
managed at {fier n}

{software contribution} to

/

X

' L

Goal: DSSRidentify_DSSRidentify

DSSRs from {tier n-1} have been
adeguately allocated, decomposed,
apportioned and interpreted at {tier n}

| Strat: sw

/ {bier n}

D3SRidentify

=

/

/ Con: DSSRsN
i i
| (DsSRs identiied

\fcr {tier nj}
) ZS

/
.-"'f

comnb{.lg\?enr

/J_O_*-’_.._,, Argumen
/ DS5Rs identified for

{zoftware confribution}

includes an assurance

\ reguirement determined by

\  the risk responsibility of /
{zoftware confribution}

|4

Goal: hazCont_hazCont

DSSRs at {tier n} address the potential

/
T s
/ h additional hazardous contribution

identified at {tier n}

E=

hazCont

number of DSSRs at {tier n}

/

Goal: DSSRnAddn

{DS5Rn} addressed
through design at {tier n}

Goal: DSSRnSat

{DSSRN} demonstrably
zatisfied through evidence
provided at {tier n}

&

’At least 1 of 2

h

Goal: DSSRnAddn+1

{DSSRn} addressed
through design at {tier n=1}

N

R. Hawkins et al A Systematic Approach for Developing Software Safety Arguments,

ISSC2009
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GSND1EE 1L

OGoal:G_4
SATWNITARATI THS

& Strategy:S_2
BUCHCHERTS

—

OGoal:G_5

YATNIEZZETHS

O Context:C_2

T2l

a7

N\

| SRR

OGoal:G_6

OEvidence:E_2
FTATANEER

VAT WNFTF2TTHS

¥ Undeve...

:,> (G4, S2, ((G5, E2),(G6, <)),C2)

Definition 1 (GSN term 7')

T :=01(9,0)1(g,) (g, st,(T1,...,Tn))
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d =€l|l]lx:7="0]
P :=al¢|(g,90,d)
| (9,e,d) | (g, st,(Py,...,P,),d)
1AVDK (i <= k<= )
BHOYINI—E (g, st,cli, jI(Py, ..., Py),d)

IR
<=k<=)) | m[i, j1(P P
piihridl L(g, st,m[i, j1(P),d) | ua

Bl g=“4RTLUHETARVETILTHD”
(O RT LI /INTGA—A
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(9,0, [x: 7= L]) — (g[v/x],0,[x: T = v])
(g.e,[x: 7= L]) — (glv/x],e[v/x],[x : T = v])

(g, st,(P1,...,Py),[x:7T=1]) —
(glv/x], stlv/x],(P1[v/x], . .., Pylv/x]), [x 7 =0])
(g, st,¢li, 1(P1, ..., Py),d) == (g, st,(Py,. .., Py),d)
(g, st m[i, jI(P), d) — (g, st,(P,..., P),d) (P repeats k times)

ua.P el Plua.P/a]
ua.P N ¢

Fig. 6 Pattern Instantiation Relation P; — P,
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Definition 4 (elim(P)) elim(P) is a function that returns P’ in
which all parameter contexts are eliminated from P. For example,
if P =(g,e,[x: 1 =1]), then elim(P) = (g, e).

Definition S (Normal Form) A pattern P is said to be nor-
mal form if and only if there does not exit P; such that P — P;.

Definition 6 (Instances of a Pattern) Let P be a pattern in
which all parameters are unassigned. If

P—., 1

and / 1s a normal form, then elim(/) is an instance of P.



INR—V A AR R
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Theorem 1 Let P be a closed GSN pattern. If

TI(P) =
case P of 1(P) =1,
(9,0,€) = (9,0, €) then elim(/) is an instance of P.
(g9.e,€) = (g, ¢e,€)
(g, st,(Py,..., P,),e) = (g, st,I1(Py), ..., I1(P,)), €)

(9,0, [x:7=1]) = (glv/x],0,[x : T =]
(g,e,[x:7=1]) = (glv/x],elv/x],[x : T =v])

(g, st,(Pq,..., P, [x:7=1]) =

(glv/x], stlv/x], AICP1[v/x]), ..., HH(Pplv/xD), [x : T = v])
(9, st,Cli, jI(P1, ..., Pp),d) = 11((g, 51, (P1,..., Py),d))
(9, st,m[i, jI(P),d) = 11((g, st, (P, ..., P),d))

ua.P = II(Plua.P/a]) if u = u
pa.P = oifu=9
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Pattern Name

High-Level Software Safety Argument [13]

Software Contribution Safety Argument [13]

SSR Identification Software Safety Argument [13]

Hazardous Contribution Software Safety Argument [13]

SW Contribution Safety Argument with Grouping [13]

Hazard Avoidance Pattern [18]

Fault Free Software Pattern [18]

ALARP (As-Low-As-Reasonably-Practicable) Pattern [18]

Component Contributions to System Hazards [41]

Hazardous SW Failure Mode Decomposition Pattern [41]

Hazardous Software Failure Mode Classification Pattern [41]

Software Argument Approach Pattern [41]

Absence of Omission Hazardous Failure Mode Pattern [41]

Absence of Commission Hazardous Failure Mode Pattern [41]

Absence of Early Hazardous Failure Mode Pattern [41]

Absence of Late Hazardous Failure Mode Pattern [41]

Absence of Value Hazardous Failure Mode Pattern [41]

Effects of Other Components Pattern [41]

Handling of Hardware/Other Component Failure Mode [41]

Handling of Software Failure Mode [41]

At Least As Safe Argument [4]

Requirements Breakdown Pattern [7]

BEfF/\3—>2FiE

[13] R. Hawkins and T. Kelly. A software safety argument pattern
catalogue. Technical report, The University of York, 2013.
http://www-users.cs.york.ac.uk/~rhawkins/pubs.html.

[18] Tim Kelly and John McDermid. Safety case construction and
reuse using patterns. In In Proceedings of 16th International
Conference on Computer Safety, Reliability and Security
(SAFECOMP’97), 1997.

[41] Robert Andrew Weaver. The Safety of Software - Constructing
and Assuring Arguments. PhD thesis, Department of Com-
puter Science, University of York, 2003.

[4] Robert Alexander, Tim Kelly, Zeshan Kurd, and John McDer-
mid. Safety cases for advanced control software: Safety case
patterns. Technical report, Department of Computer Science,
University of York, 2007.

[7] Ewen Denney and Ganesh Pai. A formal basis for safety case
patterns. In SAFECOMP, pages 21-32, 2013.
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O Context:C_1

Sw, operating context, system
Description of [softwareY]

O Goal:G_1 Description of [systemZ]
Swsystem Safe Descripttion of operating context of [systemz]
[softwareY] is acceptably safe to .

operate within [systemZ]

p
O Pattern(Parameter):P_1

softwareY :string=softwareY
systemZ:string=systemZ

-

& Strategy:S_1
Argument over hazards

@& Assumption:A_1

High-Level Software Safety Argument
cononce e Pattern

The contribution made by [softwareY] have been

to [systemZ] hazards is acceptable correctly identified A Software Safety Argument Pattern Catalogue
~_ - R.Hawkins and T.Kelly
(©context:c_2 http://www.cs.york.ac.uk/ftpdir/reports/2013/YCS/482/
& Strategy:s_2 hazards YCS-2013-482.pdf

Description of hazards to which
[softwareY] may contribute

swContributionAcc
Argument over each hazard to
which [softwareY] p

may contribute (O Pattern(Multiplicity):P_2
i=1,j=10

\

\

OGoal:G_3
hazards O Pattern(Parameter):P_3

Description of hazards to which Hazard:string=Hazard
[softwareY] may contribute

-

O Context:C_3

Description of the ways in which
&F Strategy:S_3 [softwareY] may contribute to
Argument over each identified [Hazard]

-

software contribution to [Hazard]

-
O Pattern(Multiplicity):P_4
i=1,j=10
.
O Goal:G_4
sw contribution O Pattern(Parameter):P_5
[software contribution] to softwareContribution:string=software contribution
[Hazard] is acceptably managed




O Context:C_1
tier [2]

O Goal:G_1

[Software Contribution] to [Hazard]
is acceptably managed at tier [2]

design

P
(O Pattern(Parameter):P_1

softwareContribution:string
=Software Contribution
Hazard:string=Hazard
tier:int=2

A

p
O Context:C_2
SSRs identified for tier [2]

.

&F Strategy:S_1

sw contribution
Argument over SSRs
identified for tier [2]

O Goal:G_5
Goal for SSRs

p
(O Pattern(Parameter):P_3
tierLoop:int=2

\

p
(O Pattern(Loop):P_5

leafNode=G_4
\

&F Strategy:S_3 O Pattern(Multiplicity):P_2
Strategy for each SSRs i=1,j=10

O Goal:G_2

SSRnAddn
[SSRn] addressed through the
realisation of the design at tier [2]

J,

(O Pattern(Parameter):P_6
SSRn:string=SSRn

& Strategy:S_2
At least 1 of 2

(O Pattern(Choice):P_4
i=1,j=2

O Goal:G_3

SSRnSat

[SSRn] demonstrably
satisfied through
evidence provided at

tier [2]

OGoal:G_4

SSRnAddn+1
[SSRn] addressed

tier [2]+1

the realisation of the design at

through

Software Contribution Safety Argument
Pattern

A Software Safety Argument Pattern Catalogue
R.Hawkins and T.Kelly
http://www.cs.york.ac.uk/ftpdir/reports/2013/YCS/482/
YCS-2013-482.pdf
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O Goal:G_2

SSRcapture

SSRs at tier n ([1])
adequately capture
the SSRs from tier n-1
([0]) for the

tier n ([1]) design

& Strategy:S_2
SSRcapture

Argument over each SSR
from tier n-1 ([0])

SSR Identification Software Safety

OGoal:G_1

tier n ([1])

SSRs from tier n-1 ([0]) have been
adequately allocated, decomposed,
apportioned and interpreted at

Argument Pattern

O Pattern(Parameter):P_1
currentTier:int=1
previousTier:int=0
SSRn:string=SSRn

A Software Safety Argument Pattern Catalogue

& Strategy:S_1

Argument over the tier n([1])
design and the SSRs
specified at tier n([1])

R.Hawkins and T.Kelly
http://www.cs.york.ac.uk/ftpdir/reports/2013/YCS/482/
YCS-2013-482.pdf

O Context:C_1
SSRs identified for tier n ([1])

A

O Context:C_3
& tier n ([1])

design

O Pattern(Multiplicity):P_2

i=1,j=10

O Goal:G_4

SSRn

[SSRn-1] adequately captured
by one or more [SSRn]

\;

O Goal:G_3

designDecisions

Design decisions taken at
tier n are appropriate to
ensure that the SSRs from
” tier n-1  ([0])

are maintained in

the context of the potential
hazardous failures identified
at tier n ([1])

O Context:C_4

hazFail

Potential hazardous failures at
tier n ([1]) identified in

Goal: hazCont

p
O Context:C_5
designDecisions
Design decisions taken at tier n

(1D

&F Strategy:S_3
designDecisions

SSRn-1:string=SSRn-1

(O Pattern(Parameter):P_3

Argument over design decisions taken
at tier n ([1])

p
O Pattern(Multiplicity):P_4

i=1,j=10
-

p
OGoal:G_5 O Context:C_2

designDecision SSRs relevant to [Design Decision]
[Design Decision] ensures SSRs are SSRs

from tier n-1 ([0]) N~

are maintained -

O Pattern(Parameter):P_5S
designDecision: string=Design Decision

in the context of the identified
potential hazardous failures

\




Hazardous Contribution Software Safety Argument Pattern
A Software Safety Argument Pattern Catalogue

R.Hawkins and T.Kelly

http://www.cs.york.ac.uk/ftpdir/reports/2013/YCS/482/YCS-2013-482.pdf

OGoal:G_1

hazCont

Potential hazardous failures
at tier n ([1])

are acceptably managed

(O Pattern(Parameter):P_1
currentTier:int=1

& Strategy:S_1
Argument over
Errors and Hazards

/igczn’t:xt: C_2

O Goal:G_2

Errors

Potentially hazardous design
errors are not introduced at
tier n ([1]) design

designErrors
Potentially hazardous design
erros for tier n ([1]) design are

[Design Errors]
A

-

(O Pattern(Parameter):P_3

& Strategy:S_2

At least 1 of 2
argument

DesignErrors:string=Design Errors
.

(O Pattern(Choice):P_2
i=1,j=2

/\

OGoal:G_4
procError

tier n ([1]) design process does not
introduce hazardous errors

O Goal:G_5
desError

tier n ([1]) design
does not contain
hazardous errors

O Goal:G_3

hazFail

SSRs at tier n ([1])

address the

potential hazardous behaviours
identified at tier n ([1])

& Strategy:S_3
[Undefined]

/\

OGoal:G_6

SSRderived
SSRs sufficient to address
identified HSFMs are defined

O Context:C_1

tier n ([1]) HSFMs

O Goal:G_7

HSFMident
HSFMs correctly identified at
tier n ([1])




OGoal:G_1
sw contribution

[Software Contribution] to
[Hazard] is acceptably managed at
tier ({currentTier})

OGoal:G_2
SSRsAddn

SSRs addressed through the
realisation of the design at tier n

[(e3)]
l

B strategy:s 4
Loop Header

OGoal:G_5
Offset Goal

8 strategy:s 1

w
contribution
Arqument over SSRs

identified for tier n ({1])

& strategy:s_2
i=1,j=10

© Pattern(Multiplicity):P_S

Argument over each SSRs
OGoal:G_4

SSRnAddn

[SSRn) addressed through
the realisation of the design
at tier n ([1])

l

& strategyis_S

© Pattern(Parameter):P_3

SSRn:string=SSRn

© Pattern(Choice):P_4

Atleast 1 of 2 i=1j=2
0Goal:G_6 OGoal:G_7
SSRnsat SSRnAddn+1

[5SRn] addressed through
the realisation of the design
at next tier

[SSRn] demonstrably
satisfied through evidence
provided at tier n ((1])

© Pattern(Parameter):P_6

currentTier:int=1

© Pattern(Loop)
leafNode=G_7

O Context:C_1
tier n ({currentTier))
design

© Pattern(Parameter):P_1
softwareContribution:string=Software Contribution
Hazard:string=Hazard

O Context:C_2

for tier n ([1])

© Pattern(Choice):P_2
i=1=2

OGoaliG_3

SRsAddn
All dentified SSRs addressed through
the realisation of the design at tier n

@
l

& strategy:s_s
Loop Header

© Pattern(Loop):P_10
leafNode=G_10

OGoal:G_11

Offset Goal

& strategy:s_6
SSRsAddn
Argument over Groups [1] at tier n

@)

=10

OGoal:G_8
SSRsAddGroupn

All dentified SSRs addressed
through the relisation of
the design of Group [1]

& strategy:s 7
Argument on

more Grouping desirable
at this tier?

OGoaliG_10
Offset Goal

& strategy:s_9 © Pattern(Multiplicity):P_14

[Undefined]

I

OGoal:G_12
SSRsAddn

SSRs addressed through the
realisation of the design at tier n
@y

l

& strategyis_10
Argument over each SSRs =

© Pattern(Multiplicity) :P_13
10

[

OGoal:G_13
SSRnAddn (© Pattern(Parameter):P_11
[5SRn] addressed through SSRn:string=5SRn

the realisation of the design
at tier n ([1])

]

B Strategy:s_11
At least 1 of 2

© Pattern(Choice):P_12
2

OGoal:G_14
SSRnSat

[SSRn] demonstrably
satisfied through evidence
provided at tier n ([1])

OGoal:G_15

SSRnAddn+1

[55Rn] addressed through
the realisation of the design
at next tier

© Pattern(Multiplicity):P_9

Software Contribution Safety Argument
Pattern with Grouping

A Software Safety Argument Pattern Catalogue
R.Hawkins and T.Kelly
http://www.cs.york.ac.uk/ftpdir/reports/2013/YCS/482/
YCS-2013-482.pdf




Hazard Avoidance Pattern

Tim Kelly and John McDermid. Safety case construction and reuse using patterns. In In Proceedings of 16th
International Conference on Computer Safety, Reliability and Security (SAFECOMP’97), 1997.

IORT LD % 'ﬁﬁ O Goal:G_1 (O Pattern(Parameter):P_1
MINSGA—A|Z System [X] is safe X:string=X
HoTLA(X)
-
O Context:C_1
& Strategy:S_1 Identified Hazards for System [X]
Argument by claiming addressed :
all identified plausible hazards O Pattern(Multiplicity):P_3
i=1,j=10
\
VAT LXT
Eﬁkﬂ” O Goal:G_2 (O Pattern(Parameter):P_2
éﬂf:j—&fd) Hazard [Y] has been addressed Y:string=Y
N —RY
[ZXH M TETLVS

CEEEWRIT D



Fault Free Software Pattern

Tim Kelly and John McDermid. Safety case construction and reuse using patterns. In In Proceedings of 16th
International Conference on Computer Safety, Reliability and Security (SAFECOMP’97), 1997.

-

O Context:C_1

Fault = deviation

from intended behaviour

that could lead to a system level hazard

OGoal:G_1
Software element of system \
is 'fault-free’ -

\

O Context:C_2

Free = Software itself does not initiate
any events that could

lead to a system level hazard

&F Strategy:S_1
Argue by two aspects

O Goal:G_2

Software element of system
is 'fault-free’

 ~

O Context:C_3

Identified Software Requirements / Properties
(n = # of requirements / properties)

& Strateqy:S_2

Argument by satisfaction of all
software safety
properties/requirements

O Goal:G_4

<property [X]>
enforced by software

(O Pattern(Multiplicity):P_1
i=1,j=10

O Pattern(Parameter):P_3
X:string=X

O Context:C_4
O Goal:G_3
Softw | t of svst Identified Hazardous
Ao,f alzefee'men oF system Software Conditions
e Taures (m = # of conditions)

&F Strategy:S_3

Argument by showing software cannot
cause any of the

S i=1,j=10
identified hazardous

O Pattern(Multiplicity):P_2

software conditions

OGoal:G_5

<condition [Y]> can only occur

by physical component failure Westring=¥

O Pattern(Parameter):P_4




Tim Kelly and John McDermid. Safety case construction and reuse using patterns. In In

ALARP (As-Low-As-Reasonably-Practicable) Pattern

Proceedings of 16th International Conference on Computer Safety, Reliability and
Security (SAFECOMP’97), 1997.

DO Goal:G_1
System hazards
addressed in

accordance with
ALARP Principle

O Context:C_1
o Identified system
hazards

& Strategy:S_1
ALARP argument

O Goal:G_2
Risk associated with all
remaining hazards is negligable

© Context:C_2
Definition of
‘negligable’

& strategy:S_S
Argument over
each negligable hazard

OGoal:G_12

Risk associated with
Hazard [X]

has been shown

to be negligable

© Pattern(Multiplicity):P_S

i=1,j=10

© Pattern(Parameter):P_4

Hazard:string=X

OGoal:G_S

No intolerable risks
present in system
when no hazard

O Evidence:E_1
System Hazard
Log

DOGoal:G_3 O Context:C_4
No intolerable risks Definition of
present in system ‘intolerable’

M Strategy:S_2
Argument over
number of hazards

OGoal:G_6

No intolerable risks
present in system
when more than zero
hazard

& Strategy:S_3
Argument over
each intolerable
hazard

© Pattern(Multiplicity):P_1
i=1,j=10

OGoal:G_7
Risk associated with
Hazard [X]
has been addressed

© Pattern(Parameter):P_2

OGoal:G_4

All tolerable risks have
reduced as low

as reasonably practicable

& Strategy:S_6
Argument over

each tolerable hazard i=1j=10

O Goal:G_17

Risk associated with
Hazard [X]

has been reduced as low as
reasonably practicable

M strategy:S_8
Argument over three
points

.

O Context:C_3
®| Definition of
‘tolerable’

© Pattern(Multiplicity):P_7

(© Pattern(Parameter):P_8
Hazard:string=X

Hazard:string=X

OGoal:G_18
Hazard [X] is necessarily present in system
(because of some positive benefit)

OGoal:G_19
Measures have been taken to reduce risk
associated with Hazard [X]

& Strategy:S_4

© Pattern(Choice):P_3

OGoal:G_8

Risk associated with
Hazard [X]

has been shown

to be negligable

OGoal:G_9

Hazard [X]

has been eliminated
and can no longer occur

Argument of OR i=1j=4

OGoal:G_10 OGoal:G_11

Risk associated with Risk associated with

Hazard [X] Hazard [X]

has been has been reduced as low as

reduced to a tolerable level reasonably practicable
& Strategy:S_7
Argument over three
points

OGoal:G_14 OGoal:G_15 DO Goal:G_16

Hazard [X] is necessarily present in system
(because of some positive benefit)

Measures have been taken to reduce risk
associated with Hazard [X]

Further reduction of risk
associated with Hazard [X]

requires disproportionate
expense

OGoal:G_20

Further reduction of risk
associated with Hazard [X]
requires disproportionate
expense

O Context:C_S

Definition of
* disproportionate”

O Context:C_6

Definition of
* disproportionate”




Component Contributions to System Hazards

Robert Andrew Weaver, The Safety of Software — Constructing and Assuring Arguments
Ph.D. Thesis, University of York, 2004
http://www.cs.york.ac.uk/ftpdir/reports/2004/YCST/01/YCST-2004-01.pdf

O Goal:G_2

ReqVvalid

System Safety
Requirements are valid

€ Undeveloped:U_1

w— J HwDefn

O Goal:G_5

HW ContribAccept
Hardware contributions
to System Level
Hazards are acceptable

© Undeveloped:U_3

Hardware Definition

(O Context:C_8

HW Contrib

Identified Hardware
Contributions to
System Level Hazards

—
O Context:C_1
SysDefn
System
Definition

OGoal:G_1
SystemSafe

[System] is acceptably
safe to operate from a hazard
control perspective

O Context:C_2

DefnAccSafe
Definition of

acceptably safe

@ Pattern(Parameter):P_1
System:string=System

/

& Strategy:S_1
Argument over
three points

OGoal:G_3

HazAccept

All identified system level
hazards occur at acceptably

low rates

O Context:C_3
SysHaz

Identified System
Level Hazards

¥ Strategy:S_2
ArgSWHWOther
Argument across software,
hardware and other

parts of [System]

that may cause hazards

(@ Justification:1_1
DependExplicit

System can be decomposed
as all dependencies
between different parts

of the system are explicit

OGoal:G_6
SWContribAccept

Software contributions

to System

Level Hazards are acceptable

€ Undeveloped:U_5

O Context: C_t
SWContrib

Identified Software
Contributions to System
Level Hazards =
Software Hazardous
Failure Modes

OGoal:G_7
OtherContribAccept
Other contributions

to System Level
Hazards are acceptable

O Context:C_9

SWDefn
Software
Definition

€ Undeveloped:U_4

O Context:C_4

OtherDefn
Other Components
Definition

O Context:C_5
OtherContrib

Identified Contributions
of Other Components

to System Level Hazards

OGoal:G_4

Traceability

Traceability of safety
requirements and safety
evidence has been shown

€ Undeveloped:U_2




Hazardous Software Failure Mode Decomposition Pattern
Robert Andrew Weaver, The Safety of Software — Constructing and Assuring Arguments
Ph.D. Thesis, University of York, 2004
http://www.cs.york.ac.uk/ftpdir/reports/2004/YCST/01/YCST-2004-01.pdf

.

p
O Context:C_1
SWContrib

O Goal:G_1
SWcontribAccept

Software contributions to System
Level Hazards are acceptable O Context:C_2

Identified Software Contributions to

System Level Hazards = Hazardous Software Failure Modes
.

SWDefn
Software
Definition

& Strategy:S_1
Argument by

Identification, System Level Hazards,

and Traceability

O Goal:G_2

SWContribIdent
All software contributions to system
level hazards have been identified

O Goal:G_3

All system level hazards are
mitigated

€ Undeveloped:U_1

& Strategy:S_2
ArgOverSW Contrib

Argument over all identified software
contributions to system level hazards

O Goal:G_5

HSFMAccept
All causes of Hazardous Software Failure
Mode [HSFM] are acceptable

O Goal:G_4

SWSRTraceability

Traceability of software safety
requirements and safety
evidence has been shown

O Pattern(Multiplicity):P_1
i=1,j=10

© Undeveloped:U_2

(O Pattern(Parameter):pP_2
HSFM:string=HSFM




Hazardous Software Failure Mode Classification Pattern
Robert Andrew Weaver, The Safety of Software — Constructing and Assuring Arguments
Ph.D. Thesis, University of York, 2004
http://www.cs.york.ac.uk/ftpdir/reports/2004/YCST/01/YCST-2004-01.pdf

(O Context:C_1
HSFM

Hazardous Software
Failure Mode

O Context:C_2
OGoal:G_1 ) SysHaz
HSFMAccept Svste? Level
All causes of Hazardous Hazar
Software Failure Mode
[HSFM] are acceptable O Context:C_3
SWDefn
Software
Definition

) © pattern(Parameter):P_1
HSFM:string=HSFM
© Pattern(Choice):P_2
i=1,j=5

OGoal:G_2 OGoal:G_3 OGoal:G_4 OGoal:G_5 OGoal:G_6
O Context:C_4 O Context:C_6 O Context:C_7
HSFMOmissionAccept HSFMCommissionAccept O Context:C_S HSFMValueAccept HSFMEarlyAccept HSFMLateAccept
DefOmFM DefValueFM DefEarlyFM O Context:C_8
All causes of Hazardous = Definition of All causes of Hazardous DefComFM All causes of Hazardous Definit £ All causes of Hazardous Definition of All causes of Hazardous
Software Failure Mode [HSFM] of o ni IonF ' Mod Software Failure Mode Definition of Software Failure Mode [HSFM] of v ‘Im ‘Fonl o Mod Software Failure Mode [HSFM] of e I'NFIOT Mod Software Failure Mode B DefLateFM
type Omission are acceptable rmission Fatlure Mode [HSFM] of type Commission Failure Mode type Value are acceptable alue Failure Mode type Early are acceptable arly Failure Mode [HSFM] of type Definition of Late Failure Mode
Commission are acceptable Late are acceptable




Software Argument Approach Pattern
Robert Andrew Weaver, The Safety of Software — Constructing and Assuring Arguments
Ph.D. Thesis, University of York, 2004
http://www.cs.york.ac.uk/ftpdir/reports/2004/YCST/01/YCST-2004-01.pdf

O Context:C_1

SWDefn
Software
Definition

O Goal:G_1

HSFM[[type]Accept
All causes of Hazardous

[type] are acceptable

Software Failure Mode [HSFM] of type

O Context:C_2
HSFM
Hazardous
Software Failure
Mode

(O Pattern(Parameter):P_1
HSFM:string=HSFM
type:string=type

(O Pattern(Parameter):P_2

& Strategy:S_1

Argument over [absence and/or handling]
of Hazardous Software Failure Mode

absence and/or handling:string=absence and/or handling

(O Pattern(Choice):P_3

i=1,j=2

OGoal:G_2
AbsHSFM[type]
Hazardous Software
Failure Mode [HSFM] of

type [type] absent in contributary
software functionality (CSF)

7~

.

O Context:C_3

ContribSWFunc

Identified Software

Functionality which

contributes to software hazardous
failure mode [HSFM]

OGoal:G_3

HandIHSFM[type]

Occurence of Hazardous Software

Failure Mode [HSFM] of type [type]

in contributary software functionality (CSF)
acceptably detected and handled




Absence of Omission
Hazardous Failure Mode Pattern

Robert Andrew Weaver, The Safety of Software —
Constructing and Assuring Arguments
Ph.D. Thesis, University of York, 2004
http://www.cs.york.ac.uk/f'tpdir/reports/2004/YCST/O1/YCST-20()4-01.pdf

5 Strategy S_1
ArgFailureMech
Argument over failure
mechanisms

(& Assumption:A_1
ContextCSF
Within the context of
contributory software
functionality (CSF)

OGoal:G_1

AbsHSFMOmission

Hazardous Software Failure
Mode [HSFM] of type Omission
absent in contributary
software functionality (CSF)

Functionality which
contributes to software
hazardous
failure mode [HSFM]
N
CJ Context:C_2
SafReqCSF
Safety Requirements of

CJ Context:C_3 )
SafReqCSF
Safety Requirements of
contributory software functionality
J/

O Context:C_4
Known causes of Omission
Hazardous Failure Mode

<
(O Pattern(Parameter):P_1
HSFM:string=HSFM

J

g N\

O Context:C_1

ContribSWFunc
Identified Software

s
.

contributory software functionality

vy

(@ Justification:]_1

Identified failure mechanisms
describe all known

causes of Omission
Hazardous Failure Mode

O~

O Goal:G_2

AbOmPrimary

All feasible control paths
through CSF include

a unique output statement

O Goal:G_3
O Context:C_5

AbOmSecondary
DefnOPS )

- Failures of other

Definition of output

components
statement

which could lead

to CSF Omission
Hazardous Failure
Mode are acceptable

O Goal:G_4

AbOmControl
CSF is scheduled and
allowed to run once




Absence of Commission
Hazardous Failure Mode Pattern

Robert Andrew Weaver,

The Safety of Software — Constructing and Assuring Arguments
Ph.D. Thesis, University of York, 2004
http://www.cs.york.ac.uk/ftpdir/reports/2004/YCST/01/YCST-2004-01.pdf

(& Assumption:A_1

ContextCSF

Within the context of
contributory software
functionality (CSF)

OGoal:G_2

AbComPrimary

All feasible control paths
through

CSF do not include
mulitple output statements

OGoal:G_1

AbsHSFMCommision

Hazardous Software

Failure Mode [HSFM] of

type Commission absent in contributary
software functionality (CSF)

& Strategy:S_1
ArgFailureMech
Argument over failure mechanisms

P
O Context:C_1

ContribSWFunc

Identified Software Functionality

which contributes to hazardous software
failure mode [HSFM]

.

p
O Context:C_2
SafReqCSF

Safety Requirements of
contributory software
functionality

.

P
O Context:C_3

HSFM

Hazardous

Software Failure Mode

.

P
© Context:C_4
CauseComHaz

Known causes of Commission
Hazardous Failure Mode

p.

(O Pattern(Parameter):P_1
HSFM:string=HSFM

(D Justification:J_1

AllCauses

Identified failure mechanisms
describe all known causes of
Commission Hazardous

OGoal:G_3

O Context:C_5
DefnOPS

Definition of output statement

AbComSecondary

are acceptable

Failures of other components which
could lead to CSF Commission
Hazardous Failure Mode

Failure Mode
b-~\)~
O Goal:G_4
AbComControl

CSF is scheduled

and allowed to run once




(& Assumption:A_1

ContextCSF

Within the context of
contributory software
functionality (CSF)

Absence of Early Hazardous

Failure Mode Pattern

Robert Andrew Weaver, The Safety of Software —

Constructing and Assuring Arguments
Ph.D. Thesis, University of York, 2004

O Goal:G_1

AbsHSFMEarly

Hazardous Software

Failure Mode [HSFM] of

type Early absent in contributary
software functionality (CSF)

http://www.cs.york.ac.uk/ftpdir/reports/2004/YCST/01/YCST-2004-01.pdf

_— ~

& Strategy:S_1
ArgFailureMech
Argument over failure
mechanisms

p
O Context:C_1
ContribSWFunc
Identified Software
Functionality which
contributes
to hazardous software
failure mode [HSFM]

(. vy

p
O Context:C_2

SafReqCSF

Safety Requirements

of contributory

software functionality

S~
O Context:C_3
HSFM

Hazardous
Software Failure Mode

.

O Context:C_4
CauseEarlyHaz

Known causes of Early
Hazardous Failure Mode

O Pattern(Parameter):P_1
HSFM:string=HSFM

(3 Justification:J_1

AllCauses

Identified failure mechanisms
describe all known

causes of Early Hazardous
Failure Mode

r— N\

/ O Context:C_5 O Goal:G_3 O Goal:G_4
OGoal:G_2 BCET AbEarlySecondary AbEarlyControl
AbEarlyPrimary . Identified failure Failures of other components CSF is not

Timing of CSF
is within bounds

mechanisms describe
all known causes of
Early Hazardous Failure Mode

.

J

which could lead to
CSF Early Hazardous
Failure Mode are acceptable

scheduled too early




4 N\
O Context:C_2
ContribSWFunc
Identified Software Functionality
which contributes to hazardous
software failure
mode [HSFM]

. J

e a

O Context:C_3
SafReqCSF
| O Goal:G_1 Safety Requirements of
@ Assumption:A_1 AbsHSFMLate contributory software functionality

ContextCSF
Within the context of
contributory software
functionality (CSF)

Hazardous Software \ /

Failure Mode [HSFM] of
type Late absent in
contributary software
functionality (CSF)

4 N\
O Context:C_4

Safety Requirements of
contributory software functionality

. Y

Absence of Late Hazardous Failure
Mode Pattern

-
O Context:C_5
CauselateHaz

Known causes of

Late Hazardous Failure Mode

\

Robert Andrew Weaver, The Safety of Software —
Constructing and Assuring Arguments
Ph.D. Thesis, University of York, 2004
http://www.cs.york.ac.uk/ftpdir/reports/2004/YCST/01/YCST-2004-01.pdf

(O Pattern(Parameter):P_1
HSFM:string=HSFM

&F Strategy:S_1 (3 Justification:J_1
ArgFailureMech AllCauses
Argument over Identified failure mechanisms describe all
failure mechanisms known causes of Late Hazardous Failure Mode
O Goal:G_2 O Context:C_1 O Goal:G_3 O Goal:G_4
AbLatePrimary WCET AbLateSecondary AbLateControl
Timing of CSF is Worst Case Failures of other components CSF is not scheduled
within bounds Execution Time which could lead to CSF too late
Late Hazardous Failure
Mode are acceptable




4 N

O Context:C_2

SafReqCSF

Identified Software
Functionality which
contributes to hazardous
software failure mode [HSFM]

. J
p
O Context:C_3
SafReqCSF
@& Assumption:A_1 OGoal:G_1 Safety Requirements of
N AbsHSFMValue contributory software functionality
ContextCSF
Within the context of Hazardous Software Failure S
p
contributory software Mode [HSFM] ‘?f type Value O Context:C_4
functionality (CSF) ¥~ absent in contributary software
functionality (CSF) HSFM
Hazardous Software
Failure Mode

.

Absence of Value Hazardous
. O Context:C_5
Failure Mode Pattern CausevalHaz

Known causes of Value
Hazardous Failure Mode

Robert Andrew Weaver, The Safety of Software —
Constructing and Assuring Arguments © Pattern(Parameter):P_1

. . : HSFM:string=HSFM
Ph.D. Thesis, University of York, 2004
http://www.cs.york.ac.uk/ftpdir/reports/2004/YCST/01/YCST-2004-01.pdf

g N
(D Justification:1_1
& Strategy:S_1 AllCauses
ArgFailureMech Identified failure mechanisms
Argument over describe all known
failure mechanisms causes of Value
Hazardous Failure Mode
e
OGoal:G_2 © Context:C 1 OGoal:G_3 O Goal:G_4
AbValPrimary SafR CSF' B AbValSecondary AbValControl
ArgFailureMech Sa ¢ eqR ) ts of Failures of other components CSF is correctly
Argument over a :tT) tequlrerfr;ln s cf> ctionali which could lead to CSF scheduled
failure mechanisms eaniributony sotware fincuonalicy Value Hazardous Failure
Mode are acceptable




Effects of Other Components Pattern

Robert Andrew Weaver, The Safety of Softwae —

Constructing and Assuring Arguments
Ph.D. Thesis, University of York, 2004

http://www.cs.york.ac.uk/ftpdir/reports/2004/YCST/01/YCST-2004-01.p

O Goal:G_4

HWF

Hardware Failures cannot
lead to Hazardous
Software

Failure Mode [HSFM]

& Strategy:S_6
Argument over
each failures

OGoal:G_11
HHFMAccept
All causes of Hazardous
Hardware Failure Mode
[HHFM] are acceptable

& Strategqy:S_7
a-of-3
argument

O Context:C_1
HWDefn

Hardware
Definition

@ Pattern(Multiplicity):P_7
i=1,j=10

O Context:C_5
HHFM
Hazardous
Hardware Failure Mode

(© Pattern(Parameter):P_8
HHFM:string=HHFM

OGoal:G_12

HWF Absent_Hardware Safety
Argument

Hazardous Hardware

Failure Mode absent

in contributory hardware

OGoal:G_13

HWFProb_Hardware Safety Argument
Probabililty of Hazardous

Hardware Failure Mode

in contributory

hardware acceptably low

OGoal:G_14

HWFHandl

Occurence of Hazardous Hardware
Faillure Mode [HHFM] of

type [type] acceptably

detected and handled

OGoal:G_2

Ab[type]OtherFn
Failures of other
functionality which
could lead to CSF
[type] Hazardous
Failure Mode are
acceptable

A Strategy:S_2
ArgOtherSWFuncCause
Argument over other
Software Functionality,
Hardware Components
or Other Components
identified as cause of
hazardous software
failure mode

[HSFM] within CSF

/

O Goal:G_S
HSFM2AcceptAll

O Context:C_2
HSFM2
Hazardous

Software Failure Mode

& Strategy:S_3
Argument over
each HSFM2

O Pattern(Multiplicity):P_3
i=1,j=10

O Context:C_8
SafReqCSF
Safety Requirements of
contributory software functionality

O Context:C_9
SWDefn

Software
Definition

@ Assumption:A_1
ContextCSF
Within the context
of contributory
software functionality (CSF)

\_/

OGoal:G_1
Ab[type]Secondary

Failures of other components
which could lead to

CSF [type] Hazardous
Failure Mode are acceptable

M strateqy:S_1
Argue over two points

O Context:C_6
HSFM

Hazardous Software
Failure Mode

O Context:C_7
ContribSWFunc

Identified Software

*| Functionality which
contributes to hazardous
software failure mode [HSFM]

© Pattern(Parameter):P_1
type:string=type

O Pattern(Parameter):P_2
HSFM:string=HSFM

© Context:C_10
OtherDefn

Other Components
Definition

O Goal:G_6

OtherF

Other Failures cannot lead to
Hazardous Software

Failure Mode [HSFM]

© Context:C_3
OtherDefn

Other Components
Definition

& Strategy:S_4

Argument over
each other failure

OGoal:G_7
All causes of Hazardous
Other Failure Mode

[HOFM] are

© Pattern(Multiplicity):P_4
i=1,j=10

O Context:C_4
HOFM
Hazardous Other
Component Failure Mode

& Strategy:S_S
b-of-3
Argument

O Pattern(Parameter):P_S
HOFM:string=HOFM

© Pattern(Choice):P_6
i=0,j=0

OGoal:G_3

AbResources

Necessary Resources exist to
support correct operation of CSF

O Goal:G_8

OFAbsent_Other Safety Argument
Hazardous Other Failure Mode

absent in other contributory component

O Goal:G_9

OFProb_Other Safety Argui
Probabililty of Hazardous
Other Failure Mode in
other contributory

component acceptably low

O Goal:G_10

iment OFHand|

Occurence of Hazardous

Other Faillure Mode [HOFM]

of type [type]

acceptably detected and handled




Handling of Hardware/Other Component Failure Mode

Robert Andrew Weaver, The Safety of Softwae — Constructing and Assuring Arguments

Ph.D. Thesis, University of York, 2004
http://www.cs.york.ac.uk/ftpdir/reports/2004/YCST/01/YCST-2004-01.pdf

O Context:C_1

HandleSWFunc

Identified Software Functionality
that detects and handles

hazardous hardware/other
component failure mode [HH/OFM]

O Context:C_2
SWDefn
Software
Definition

OGoal:G_1

HandIHH/OFM

Occurence of Hazardous
[Hardware/Other Component]
Failure Mode [HH/OFM]
acceptably detected and handled

O Context:C_3
HW/OtherDefn
™o Hardware/Other
Component
Definition

& Strategy:S_1
Argument on
SW Handling

OGoal:G_2

SWHandling

Occurence of Hazardous
{Hardware/ Other Component}
Failure Mode {HH/ OFM} of
type [type] acceptably
detected and handled by
software functionality [SF]

O Goal:G_3
DetectHH/OFM[type]
Occurence of Hazardous
Hardware/ Other

Component Failure

Mode [HH/OFM] of

type [type] acceptably detected
by software functionality [SF]

& Strategy:S_2
ArgDetHand|
Argument over
detection and handling

O Context:C_7
DetectionMethods

Known methods of
detecting the failure mode

O Context:C_4

HH/OFM
Hazardous Hardware/Other
Component Failure Mode

(O Pattern(Parameter):P_1

Hardware/Other Component:string=Hardware/Other Compon
HH/OFM:string=HH/OFM

SF:string=SF

type:string=type

O Context:C_S

Failure Mode Type

© Pattern(Parameter):P_2
HH/OFM:string=HH/OFM

O Goal:G_4
HandleHH/OFM[type]
Occurence of Hazardous
Hardware/ Other Component
Failure Mode [HH/OFM] of
type [type] acceptably
handled by software
functionality [SF]

O Context:C_6
HandlingMethods

Known methods of
handling the failure mode




Handling of Software Failure

@& Assumption:A_1
ContextCSF
Within the context of
contributory
software
functionality (CSF)

Detectable
Failure Mode is
Detectable

Robert Andrew Weaver, The Safety of Softwae —
Constructing and Assuring Arguments

Ph.D. Thesis, University of York, 2004
http://www.cs.york.ac.uk/ftpdir/reports
/2004/YCST/01/YCST-2004-01.pdf

O Goal:G_2

HWHandling_Hardware Safety Argument
Occurence of Hazardous Software Failure
Mode [HSFM] of type [type] in
contributary software functionality

[CSF] acceptably detected and

handled by hardware

(@ Assumption:A_2

O Context:C_5

ContribSWFunc

Identified Software Functionality
which contributes to hazardous
software failure mode [HSFM]

OGoal:G_1
HandIHSFM[type]

detected and handled

Occurence of Hazardous Software
v\ Failure Mode [HSFM] of type
[type] in contributary software
/ functionality (CSF) acceptably

O Context:C_6

HSFM
Hazardous Software
Failure Mode

O Context:C_7
SafReqCSF

1-of-3
Argument

/

& Strategy:S_1

Safety Requirements of
contributory software functionality

-
(O Pattern(Parameter):P_1
type:string=type
HSFM:string=HSFM
CSF:string=CSF

(O Pattern(Choice):P_2

i=1,j=3

O Goal:G_3

SWHandling

Occurence of Hazardous

Software Failure Mode

[HSFM] of type [type] in

contributary software functionality
[CSF] acceptably detected and

handled by software functionality [SF2]

O Goal:G_S

OthHandling_Other Safety Argument

Occurence of Hazardous Software
O Pattern(Parameter):P_3 Failure Mode [HSFM] of type
SF2:string=SF2 [type] in contributary software

functionality [CSF] acceptably
detected and handled by other
component

p
O Context:C_1
HandleSWFunc
Identified Software Functionality

A Strategy:S_2
ArgDetHandl
Argument over detection and handling

OGoal:G_6

DetectHSFM[type]

Occurence of Hazardous

Software Failure Mode

[HSFM] of type [type] in

contributary software

functionality [CSF] acceptably

detected by software functionality [SF2]

O Context:C_4
DetectionMethods

Known methods of
detecting the failure mode

that detects and handles hazardous
software failure mode [HSFM]

O Context:C_2

SWDefn
Software Definition

OGoal:G_7

HandleHSFM[type]

Occurence of Hazardous Software
Failure Mode [HSFM] of type

[type] in contributary software
functionality (CSF) acceptably

handled by software functionality [SF2]

O Context:C_3
HandlingMethods

Known methods of
handling the failure mode




At Least As Safe Argument

Robert Alexander, Tim Kelly, Zeshan Kurd, and John McDermid. Safety cases for advanced control software: Safety case
patterns. Technical report, Department of Computer Science, University of York, 2007.

D AT LX
[E+7I2

p
O Context:C_1
NoAcceptCriteria

ZTETHD

B ConliC 1 No explicit acceptability criteria
oalit_ for System [X] exist
SysAccSafe \_
System [X] is acceptably safe - _—
(O Pattern(Parameter):P_1 EE ﬁ :/ ZT A t
X:string=X

(.

P Al - ~ —
ExistingSystem:string=Existing System 1EEEVZT-L\%

& Strategy:S_1
At Least as Safe as
Existing System Argument

MINSA—431Et
ShTL%

. T

O Goal:G_2 O Goal:G_3

ExistSysAccSafe System [X] sufficiently

[Existing System] similar

was acceptably safe to [Existing System]
to merit comparison

O Context:C_2

SuffSimilarDefn
Definition of 'sufficient' similarity

BEFED
S IN i

S VATLE

O Goal:G_4

O Context:C_3
SysMeetsExistTargets )

ExistTargets
System [X] meets or exceeds o

i . N Safety targets implied by

safety targets requirements implied [Existing Syst Safety Record
by [Existing System] Safety Record Xigting System] Safety Recor

+ 7 2R

LTS

BEfFDU AT LD
TEMILFICELSLEHLE T,
MR ATLIE+H212, HLLIE
TR EICREERER-LTLS



Requirements Breakdown Pattern in
Ewen Denney and Ganesh Pai. A formal basis for safety case patterns. In

SAFECOMP, pages 21-32, 2013.
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