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System [1]: an entity that interacts with
other entities, i.e., other systems,
including other hardware, software,
humans, and the physical world with

its natural phenomena.

Service [1]: a behavior of the system as
it is perceived by its user(s).
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Dependable and Secure Computing. IEEE Transaction on

Dependable and Secure Computing, Vol. 1, No. 1, 2004
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“Boundaries, functions, and structure of modern software
systems change over time. Hence, it is appropriate to view such a
system as an Open System. Open Systems Dependability is a
property of a system such that it has the ability to continuously
remove problem factors which may cause failures, to take a quick

and appropriate action when a failure occurs, to minimize
damage,

and to maintain accountability for
the system operations and processes.” 22 33

cf. ZNETORESE
o J5iz%: the ability to deliver service that can justifiably be trusted

o B LW EFE: the ability to avoid service failures that are more
frequent and more severe than is acceptable
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——ParnasEHEFIL
o2, KR ANV, 3R

_&

M: ERAIZE¥

EATKIR

FIRIRE —
Cﬂmz&

ERKiR

ADNTFINAAR
(e.g. sensors)

 HATNIR

(e.g. actuators)

/

e

ATy, LB, Hih

I: AATF—%

Lk

)b 2x7

O0: HAhF—%

(&% )Parnas, D. & Madey, J., Functional documents for computer systems, 1995
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TO2BERETIL
BRERYE : S5E0, NE, BROSHN - RAK
A
HBeitiE o
mE )| mAh )| e ﬁfﬁ
TSR % EABAN LRATFLA EARBT FHAIZ
ESWNDEZIC LT oLt EEHAT ARELT A=
FANE BAES c gaEE 0N

SEVEROBEBERE, http://www.bem.co.jp/site/youkyu/youkyu38.html
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BEEER:>FU4A,1—R5—X, EER, BER
JEBEREE K H%Y, 7ARIN, RERSHE
BERLEa, #BE&EIEVA—ORIL—

CPI N —RHRE, EERTEMORKRET
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BORHREE
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BERIFELE

IEEE Std830-1998
ISO/IEC/IEEE 29148

{HAH AT LERBETIL
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NAIST'
H X

HE fii
TANRAY )T 4
BB B I IRFE L2 RS
o Y7 7 W —IZBEI %
v R I R G S M S
o VAT IR —A
o« Y2
o FNREIZBY I BRIk
JE P RS
o M
o X2VUF 7
o H—EAHkiE
FARY T VT ADPOATEPE B RS
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EFRRERFEIZDOUINT

B8 [129500
e ISO, IEC
IS
e JIS, ANSI, EN
o 2L, EEEBMCAHEN TOED8% 0
EIERZE RS
o 7A—F LRI,
e OMG, The Open Group, FlexRay
IR RS
e |IEEE
o T2REL, FEEESERELTHHIN THEDH4 0
TITI NI F—F
o TCP/IP, Windows, etc.
BoK (Body of knowledge)
e SWEBOK (software engineering), PMBOK(project management)
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£ 7*“‘)‘/%/5(7'1.\

itk i 8t B O H A €. ZOH B Z KT 512D
DY AT A
o ITY AT LIETTHRL, ik RIZELET
R Y AL N AT AR OB
e ISOg9o00VV—A
o MERTAL M AT LB
e [SO140007V)—A&
o BERRVAV AT LB
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i : VAT LZA 7Y AT IV

ISO/IEC15288

e Systems and software engineering —
System life cycle processes

ISO/IEC 12207

e Systems and software engineering —
Software life cycle processes

VAT ARV 7= T B Tt ZOFIHIIB e, &7
O ZAIZDWTZEDRRUER 724401 & EL T OIESIC K AR BT
Fz52%

o MWEIZ AT

o T tET 4

o 7ML
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TANVFE) TAREHER
TAN )T B

o UFOXXEAUIUEGIHEIND

- [Avizienis 52004] Basic Concepts and Taxonomy of
Dependable and Secure Computing

IEC60300 ¥V—A
o TANRVFTEVTARAVAL I AT LD
o IEC TCs56: BESIINZ, B AmOEHIEZ B> TIETS
« 1965: Reliability and Maintainability
« 1996: Dependability
o it
o TANVIEVTADRER
collective term used to describe the availability performance and its

influencing factors reliability performance, maintainability performance
and maintenance support performance

URDPDRBEHEDESHREN->TND
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ISO/IEC9126

e Information technology software product evaluation:
Quality characteristics and guidelines for their use

e JIS X 0129

o BRRETE. [SHATE. FEFHTE. R, R BRkoME
Rtk EZEN SO WE EIR P2 e 7%

e ISO/IEC250007V—AEL THGET
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ISO/IEC250003/') — X

Software engineering— Software product Quality
Requirements and Evaluation (SQuaRE) — Quality
models

= DDHA:
o FIHIFE DT T )V (Quality in use model)
o BEWME DET )V (Product quality model)

o T—HMEDET ) (Data quality model)
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~ — ~ So— A
AT LT I A
NATO: Engineering for system assurance in NATO
programmes, 2010 CODE &
e System assurance is the justified confidence that the
system functions as intended and is free of exploitable
vulnerabilities, either intentionally or unintentionally

designed or inserted as part of the system at any time
during the life cycle.

o IRW=ZLOEH

o 323 L. REMRPIZR T AIERIREITH T A4 RE
et =2 L Tlnformation Assurance DMELE

o VAT ARV 7T I e Rk
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- S
VARATLTATIVRICET RS
ISO/IEC 15026

e Systems and software assurance

e Part1 ~Part4

.. Concepts and vocabulary (20104F)
.. Assurance cases (20114E)
5. System integrity levels (2014F)

4. Assurance in life cycle BRAEHEfRTh)

o },23,L., Integrity level DRIEEL Tr9984EIZ LT
o« YRFRT V2T TL ADRREELTHET

© Nara Advanced Institute of Science and
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SARTFLTATIVAIC Fﬁ'd’%
Z DD IR

ISO/IEC TR 15443 : 2005

e A framework for IT security assurance
1. Overview and framework

>. Assurance methods

3. Analysis of assurance methods

o X2V F 4 hLELEET Va7  AGENZEIH S
% < DI
o VAT AT V2T I A BRI B DR HEHIET
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[SO/IEC15026-2:2011
* Systems and software assurance - Assurance cases
e Claim, Argument, Evidence 78E D% B
OMG Argumentation meta-model

o Argument OFERZ B
- Pl
AssertedInference : Claim HEMPNDHTE
AssertedChallenge : Claim A 1%, B BMATHAHZEEEL

- T=F2L. Claim, Evidence IZDWTOHEDL & ¢
e Evidence &7t AET N SACMZ IR E H
BS 5760-18:2010

e Reliability of systems, equiEment and components. Guide to the
demonstration of dependability requirements. The dependability case

o WEDEN I
o« ToIZUBIHE, IEC6030072E %R E 3 AIEC TC56 IZTHEERALIEEH
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P =

ToaAaTIART—RXEBdAHMR

GSN Standard version 1.0
o VAT I A —ADRENIRKBLITHS GSNIZBT5
2= T A EEHE R
o GSNIZXABT Va7 A — At ib O Bk k. Tz &de
European Organization for the Safety of Air

Navigation, Safety Case Development Manual, 2nd
ed., EUROCONTROL, Oct. 2006
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oo

e Risk management — Vocabulary —
Guidelines for use in standards

o FERDER
« Risk: effect of uncertainty on objectives

- resilience: adaptive capacity of an organization in a complex and changing
environment (20094 5)

RISK MANAGEMENT ( 3.1.7)

RISK ASSESSMENT (3.3.1)

RISK ANALYSIS (3.3.2)

SOURCE IDENTIFICATION (3.3.4)
RISK ESTIMATION (3.3.5)
RISK EVALUATION (3.3.6)

RISK TREATMENT (3.4.1)

RISK AVOIDANCE (3.4.6)

RISK OPTIMIZATION (3.4.3)

RISK TRANSFER (3.4.7)

RISK RETENTION (3.4.9)

RISK ACCEPTANCE (3.4.10)

RISK COMMUNICATION (3.2.4)

© Nara Advanced Institute of Science and :@cizoozqzmiﬁ)g 78
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JRII R A MR

[SO31000: 2009
e Risk management — Principles and guidelines

o DL MRE 5@

» decision making
« dynamic, iterative and responsive to change
- accountability

ISO/IEC16085: 2006

e Life cycle processes — Risk management

o [SO/IEC15288,1220772E DFA 7V A7) B L OHifER T
« ISO/IEC15026 $ZH52N—AIZL TS

o VARV AL T T EDE ML E e (informative)

iy
i
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JROT A A M T EE

e Risk management - Risk assessment techniques

o 7L —Y A= 7 MHFTA,HAZOP, FMEAZR Y
VAT T R ARX MZBD LB REDHLE DT LR

BT T2 AR M

 [EC 61025, Fault tree analysis (FTA)

e IEC 60812, Analysis techniques for system reliability -
Procedures for failure mode and effect analysis (FMEA)

e [EC 61882, Hazard and operability studies (HAZOP
studies) - Application guide

© Nara Advanced Institute of Science and
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NAIST

o —

el | ZBE 9 DR

ISO 19011

e Guidelines for auditing management systems

o PINBEEAL, B AR B AR

ERBLRVAV AT ATHTT

6%@@3’“%1@%‘1@?‘%*%1‘%
o WA DORGIEEL, B NDrk)) Latihi/sE
ISO 17021

e Conformity assessment — Requirements for bodies providing audit
and certification of management systems

o FHT. B RA GHED) ITBE 9 28

Internal auditing

External auditing

Supplier auditing

Third party auditing

Sometimes called first party audit

Sometimes called second party audit

For legal, regulatory and similar
purposes

For certification (see also the
requirements in ISO/IEC 17021:2011)

© Nara Advanced Institute of Science and
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RS IO S HEISBIH R

ISO/IEC Guide s1 DO178C
Safety aspects — Guidelines for Software Considerations in
their inclusion in standards Airborne Systems and
v Equipment Certification )/
IEC 61508
Functional safety of electrical/
electronic/programmable .
electronic safety-related systems |, SIL (Safety Integrity Level) &dp
[SO 26262 IEC 62278
Road vehicles — Railway applications - Specification and
Functional safety demonstration of reliability, availability,

maintainability and safety (RAMS)
ASIL (Automotive Safety Integrity Level) &2

© Nara Advanced Institute of Science and
Technology 2012

82
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P

T2 HICEHTLIEEM =

e Safety integrity level (IEC615085%)
— 2AANZ JL\Lﬁ.)d‘m

 Safety case (ISO26262)
— & PENIR & 2 PER Rl

e Safety culture / lifecycle (42 7)
> 71:14220 J:Z»dm:

‘/7]“7:1:7’0 STEBIN - L2 HehE
LTI

0 ZXHoTlX
B FRBUI ST LT TER WD
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X)) TR KD

CC (Common Criteria &42)

Db .

-
‘f

Common Criteria

for Information Technology

Security Evaluation

ISO/IEC15408

<5

Security techniques —
Evaluation criteria for -
IT security

-
-

-
——
-~ —
—————
i ————

- ———
e -
- -
-
-
-~

ISO/IEC20000

Information technology —

Service management ot

~
-~
-~
by

Technology 2012

/ISO J/IEC27000YV)— A h

Security techniques —
Information security

management systems
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R T4ICETAEEMS

¢ Common Criteria

o BN X V718 %
BETDHOTIIELSHMTEIT X 2T 1 B2 E R L EDRENE

NI T2DD

el

Owners s
wish to minimise
Imposey
» Countermeasures
to reduce
4
— Risk
Threat agents
that increase to

give rise to )

»| Threats © > Assets

wish to abuse and/or may damage

assets(EPE) : SFAHNZ IR
threat(&Jak) : asset &M T HL
threat agent (M #) : threat 25|
ST HE

ISO/IEC15408-1:1998 Information technology —
Security techniques — Evaluation criteria for IT
security —
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V7N 7 DI X255 [ED K <2 95 2 0D [ PR

2 RS, ZRRAL, N
E1 e 5 - AR ORI EHBAGR
Isstes RO —fRotFays 0D R R
BR A FEDRRR
AAMZIL UGG Safety Integrity AssEL;;leliszlizvel Service Level
B35 E B ILHE Level (SIL) (EAL) Agreement(SLA)
< Security Case/
Yl 4EL ) > I
gg%ﬁg%’%ﬁ / Safety case Security Target / Service report
§ Certification Report
Tk AITLD Safety culture Ini’c;r;lre;tlon IT service
PN Safety lifecycle ty management
management
[EC61508, ISO/IEC15408, ISO/IEC12207/15288,
PRI [SO26262 ISO/IEC27000 ISO/IEC20000

L INdra Adavancea instirtute or >cience ana
Technology 2012



ZHEAY

TRy

FE ')7-475\195'%7‘:15‘

ll‘/‘

Al 1R A%

e [ [ Lesrone

Issues

AN TR
P92 oAk

M IEOSE R /
R EDZRTT

WA= & el )

BEER IR KA

V7b72 7Dl X2 V)TRED

\ =23 3
BRI, LHRAL. st
R TFORRA B
Evaluation
Safety Integrity Service Level .
Level Assurance Level Agreement Integrlty level
(EAL)
Security Case/
Safety case Security Target / Service report Assurance case
Certification Report
Safety culture  Information security IT service System
Safety lifecycle management management assurance
IEC61508 ISO/IEC15408 ISO/IEC /15288 LSO e
1508, 15408, 12207/15288,
[SO26262 ISO/IEC27000 ISO/IEC20000 ISO/ IEC15443
IEC TC56 NWIP
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EE( /7755%@%@%?&5

#HEMICBEESATRaSN
Y _EIF-FH85 D 5n 5

(20064

F12A ~2007%

E10AR)

SEIRFERE, EEMVIFBOATLERENRES HES, 2009, IPA
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BT RTLTIE, EELEEIRDR/IMES KOOI
HEFEDRT L PDOTEEIRZARIETESS, AEBCRELTSE —
SERERET E D CEALN .

BEELIR NEIRERDT=®I, B TR TETHE
RGEARTO  sesLr-.

+ 2 BIRTOEHTCEAELKEETHICLERRTECLE DRYILATOAFIVHC
_____________________________ ISHLT, @%@E&ﬁﬂh‘%ct Blohivd
®T’f'\/ /’”:U T4 EE“"#Z‘E Q@FSAFYIRFILAKS

HMOMZEVMT O REIREEREMBEL AL  CEERTHBREREIZES
CEITLY, HERLRLDTIL—F AT VEFALLE.

RETETD mspRiEIReRBLCOSLRELL D, BT OEERENIL—FIR7
+ 2 D-IzZGD%HI*Bl-i'CﬁEJEh‘JI E’éﬂxb&(&?f_ LOREERMELLRELCS

5/33%) Michael A. Cusumano, Technology Strategy and Management — Reflections on the
Toyota Debacle, CACM, vol.54, no.1, pp.33-35, 2011

© Dependability Science Lab. Nagoya Univ. 2012 92



) BEBAS

- EMA AT LEE. HEESICFAS

DEHES R «— /NTFTI—
DAEUMSE oo ee s

H—/3 @iE I Gs m QBN

GfFIE FEH @
DFRE
S iis = T DIRERRTE . S OERNAETE

BAIS— =2 ODFBLIVEZEIE

ﬁm
3

BJo
g;j]ﬂ]ugimﬁga)w ©F it £ iR
&%) BEHEEFhR, 2012/2/10 2:00

© Dependability Science Lab. Nagoya Univ. 2012

93



&) BEBAE e
e A
.

FH—/ "D/ yE

FF#—A‘(L:ni’qu:l_%uL;cuzawﬂ—A‘—
H—ERECFIAV =<1 B REEHIE (SLA)
0. BEBEI00%ERILEEVESRARED
H—ERXTCHEBEBRDEC R REXZ2FT ]
[EEICANAENGET—3BENHHT-5EICELE X, B
[Z1[\]. 5 & ﬂ—/\—LT—’SlEﬁT-'FL’CL\i'd'G)'C
BEHICEDRT—ADEBEERH--BAIZH. FTED
REICRYT CEMNAIEETT

MR E TIRARR OBYE 1A%, RIEFHBDEY
LRED, RS R T. BEFETICV - ThEMABHS )

© Dependability Science Lab. Nagoya Univ. 2012



JR 7R EIEREER




i) BEBAY

P

ISO26

A N Yy —

000 EXDHEHREE

AR

2 A TE

fmEERY1TED

7oDEH

HMERREOEE

BT IEST

EfRTHREOEE

AEEE

© Dependability Science

Lab. Nagoya Univ. 2012 96



) BEBKY
—

BRELTER AR ZREL T DI ?

EFBRVLEERDNEVRY, AT LOEREZLC
LHFENERLTLERSNZL

"\ e

HERICLOFH TR ERGR T R Lk
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Bt TOEREH/-IL &

£3) IEEE Std. 1012-2004 Software Verification and Validation
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£:3) IEEE Std. 1012-2004 Software Verification and Validation
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£3) IEEE Std. 1012-2004 Software Verification and Validation
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a) BRZEZR/ET HCE

b) BEYSRIEZERRT DL
« MEBRAZIEELSETIVIE
o EVRAMAEER

o YATLOEHREHZFIFE

¢c) BEESNhT=-FI

itA—Y—_—XZH{RITHE

%) IEEE Std. 829-2008 Standard for Software and System Test Documentation
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BEMN A OLEVMBHRATAELE
R5F1E

BIELISHEZTRET SREN

AVIZZIENIS ET AL.: BASIC CONCEPTS AND TAXONOMY OF DEPENDABLE AND SECURE COMPUTING, IEEE
TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 1, NO. 1, JANUARY-MARCH 2004
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AT LIEFRBIRE : System Boundary Problem
AH ot Hi
O—) +ITSzHh —)O
Jot+X

AR —— Hi 155 TR R
22 BREARME 2
L EABAR &L
BE, A g B, Fi
B, B & T LA BN, BK
A TEBIS Hi F1 56 51

TARVZE)T4r—A= AN, #E, HADBERBENGZECEERFAIZERET
AT LEEMNMSD-Casetd &% ¥ B B A B vl RE (GERR (S 4RER)
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AAMYR VI T 20 —ER#EFES T4
[JEREREZER] wTHTE
[£&K] L ATFLOSNERIRIS
[X&] SRFL
[FRTRR] BERRE
[221] HEENDAVE—TFF(E
[>F1A]
1) RELEEENAYE—UMDRRELGAATAEERERE
2) ] A& B IR E AN
3) AT ERDE{EZ G
[AA] BENDAYE—D
[H] ATARMEROERSGTEL
[[HE] ARL—E~NERGTZEEH
[EERRKR] ARL—aREBRAGTAYE—%E
[BARE] ARL—4
[ZE2iB] BENAVE—DRERICARL—2BHTIET S.
[REATELE] BE5 Ay b—OEBT, ARARERIETSERITONT, BEES Ay
T—UNRETIHIEHENEESNTNS.

2%F) WKE—, FHRELET7—FTI/F I ITRIE, KBSE#IZE S, 2011.3.11
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RO EE

SCBC

DCB

DC Map

D-Case DB

SRBS
SFT

SCS

SRMT

SRSMT

P—EZGEIBA—F

Service consensus building card

TAN VT4 EHER R
Dependability Control Board
TARFEVT 1A~y T
Dependability Control Map

D-Case F7—#~\—2A&

HY—E R R 755 IR v

Service Risk Brake-down Structure
H—E A AR Service Fault Tree
Y —E A ke A

Service Continuity Scenario

H—ERYZ 7S B &

Service Risk Management Table

P—ERELRIRB Bl
Service Requirements State
Management Table

© Dependability Science Lab. Nagoya Univ. 2012
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SCBCIZXDY—ERERZ L, AT —7HINFRITER
35

DCB TIXSCBCIZL A AR 7t 224583 5. DCBZ%
BlZAT—2F N Y OREEZETHD

DC v 7 Tl&, RFT—7FINF DEEBET AR Y EYT 1
I—)VRIDEAFBRZEL R S

D-Casel, —EADTFT AR FEVFTAERITHT BT 4N
SHEVT AT — N BT BT DI IS

g_—-exl)xﬁﬁa\ﬁﬁ%i%SRBsc:J:o'c, RIS %55 3
%

P —E A A SFTIC KD OB 7L 5 F 2 8 35

Y —E Rk FVASCSIZEHT, TANRV Y YT BRIz
X BIAZ % BT 5. D-ScriptsiZk>TSCS #2835

Y —ERNAZEIESRMTIZED, —E AR o FUF
DOIERLBE |ZHDONWTH B RV EFHTD

H—E 2B RN BB S BIZSRSMT T, EROBAFERZT T
754, EROERHHED T, —ERERIREZ ST S
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Fequirements | T COMIE Sevices gt nespecied necurrences by sersce confimiy
— nnln»|v~ o | S
Service continuity scensrio (SCS) has e e
esponse een actvated and the deviate utput | Ervics continuity actity
Resp beeacaated 3 the devated Outpuc | ericecon
dentfy deviations thuougl service sxecutons
Functionsl uious
s ice contity by swceessfol achictement of SCS
“Report medents to DCB when the spplied S5 wnouccesstully s stopped
DCH i orgamized
igten S it st dscoped
condiions | Risks and SCSs are developed
Complefion | Valid SCS has been applied o the deviation snd successfully completed
conditions | Otherwise, the retult has o be hieeaechicall escaiated (o D
wequirements
products Reres o o vaneis of S8 cpheason
cRolesof [ Providers of systems | Develop SC5v
and operssans

H—
SRMT

BUED R R

Users I

Systems providers AR,
Developers CR
Maintainers CR

Hardwareproviders ~ C,R

Certifiers @1

Stakeholde M Dependabilitygoals

/
-

Consensus building

Accountabilityachievement

Customer

satisfaction Dpendebily

Valid
operation

Hardware
Dependability

Valid SW
authorization

Valid HW
authorization

TARVFEYT1HlE<y T
DC Map

D-case

DCMap

Service
dependability

_,( SRMIT )
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Service
L I
N Internal Goal External || Organizational l | Technical |
!j Z J Z Monitor Response for Achieve
1 Software | ntention Operator | | takeholders | | Architecture deviations deviations accountability
b -~
ﬁmﬁ In I{csul[ tn\um\mnm
Objects to Network
be operated A
S R B S —— i )
Dependability action
Initial event D-script Scenarios | Probability | Impact Risk
Outerloop
application execution
Success S P S PiS1
Deviation detection | Success Success s P 5 s
Failure
Failure Py S5 P3S3
Success Py P45y
Failure
Failure = 3 AND o %
Failure probability P3ebs s bs _U_ E Z & IB# *
Requirements Implementation Runtime
» X I x fui= error error failure S
E B i FI
Event recognition Action Response
error error error
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H—ERAERDERZHANT S

o | TAUSEUTERESHTS

BB EEAONEERET S
FARUTEY T ERERRT B Y —C AR FUAEERT S
sy | JAOATRANEREN TS
7oA H—ERER, FARVFTEYTF(ERNEZGEN TS
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© Dependability Science Lab. Nagoya Univ. 2012 113



BHEAY /
/ e :

S FARUFE YT AR YT DB

AT =N il FARV Y EYF 4 T—)

2—H I BRI
VAT LS AR, I AT 21T

bHE A C, R TARTEVT 4

(P G R PR DZ S

i N—R 751
N—RozT7HEMEE R N2 A5
) N—R T
=7 = =
RieH o A5

R: Responsible, A: Accountable, C: Consulted, I: Informed
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Ref: PMBOK 4" edition
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) BEBKY
-

N2

VAT LDEEYE, FANRVYE)TADIREDTZD D L
ETHDAssurance CaselZDOWTHES 2179

o ZOXREIED—DITHAHGSN(Goal Structuring
Notation)IZ W T35

o HITE, EDOIOIfliHNTWAD)E T 5
o BHHEIERIE, VY—IN IR ERH OB THMN TS
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Assurance Case& (&

VAT ANDRER:, TRV )T 428", TEFY A% T
IZikam 3 Al E

TEF A

$il: FTA(Fault Tree Analysis)
DR 78E

TETF A

Bil: > AF LI L THD

52 ik T BT A
ZHHREBLIT L j
(HD7
Y VAT WOL ek i
I B A%, Safety Case,
i rm OAEIE TAN )T 1% ikim 5% 5
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Assurance Case) FE &

2% Hk1 “A documented body of evidence that provides a
convincing and valid argument that a system is adequately

safe for a given application in a given environment”

H# k2 ISO/IEC 15026

o PRI —ADREREENARITH T DRAKR OB R A B

o (R —ADNE
o VAT LRRGOWEIZNT5I0R (claim)
- FIRIZHHI DR M/ a&sm (argumentation)
o ZOidkima BT DAL (evidence)
o BHARRYZLHIHE (explicit assumption)

o ikamDMFET, AHBISFEIRZ HWAZEIZEY, ik B

BRI U TRt B2 HiTHe 2 B R B TR ik
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Assurance CaseD B =

19884ED L H 3?-?5((1674’%5512)&&%7’%1%& kKT
W RRAE DRI I DT ONDE TITYE

o FIHDA T, IREREVEPRINDDN, BRI Tikin
T, T RAZBLITRELET D

o HAIZKY AU HIZH T 5D A
ISO 26262 (TC22/SC3, HEIHOBERE & 2 k) OERIAH
P
BRAYIE w4
e Tim Kelly (YorkK): GSN (Goal Structuring Notation)

e Robin Bloomfield (City University London, Aderaldtt):
Safety Critical s A7 LAY )V 7427, ASCEYV—)V

.Ll | I'H|
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Assurance Case(DIE

=
B R.

—AE/J:II:.

Toulmm s Argument Model

( Claim

Grounds

5% 3CHk3

>

Petersen is a Swede

Warrant

\ A Swede can generally
be taken not to be a
~ Roman Catholic
Backing

He was born in Sweden of

Swedish parents. Futher,

he is a Swedish citizen with
a Swedish passport.

—

Qualification

“almost certainly”

p
Backing
The proportion of catholics in
Sweden 1s very low: “According

to Whitaker’s Almanac, less than
2% of Swedes are Roman
Catholic”

‘

Ed Roberts, Assurance Cases:
Motivation, Technologies, Development

Swen Petersen is not
a Roman Catholic

ATA—=T 2 b= I

(Stephen Edelston Toulmin. 1922-2009)
AXFVZEENOE F2E, ENT, BT,
The Uses of Argument, (Cambridge
University Press, 1958)

-

Rebuttal

Unless Petersen is one of
the 2%
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W/ ¢~ B3
a r r a n t / \ / Ed Roberts, Assurance Cases:

Motivation, Technologies, Development

1. Generalization - what is true of a well chosen sample is likely to hold for a
larger group or population, or that certain things consistent with the sample
can be inferred of the group/population.

2. Analogy - Extrapolating from one situation or event based on the nature and
outcome of a similar situation or event (e.g. 'case-based' and precedent-based
reasoning used in legal discourse)

3. Sign/Clue - certain types of evidence are symptomatic of some wider principle
or outcome. E.g. , smoke is often considered a sign for fire.

4. Causal - given occurrence or event is the result of, or is effected by, factor X.
(Danger: Mixing up correlation with causation)

5. Authority - Person X or text X constitute an authoritative source

6. Principle - Locating a principle that is widely regarded as valid and showing
that a situation exists in which this principle applies.

© Dependability Science Lab. Nagoya Univ. 2012
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ssurance Case, Safety Case,

Dependability Case, .

Assurance Caseld H AGETZERGE 7 —A

Assurance Caseld, Z&MWzikin 5501
Safety Case, TANY EUT & ikimd DGl
Dependability Case& I %
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Assurance CaseDREDLE
BRSOt

e GSN (Goal Structuring Notation)
o AFYAUniversity of York THi%§

e CAE (Claim, Argument, Evidence)
« ¥ AAdelardfl. City University London ThHi%&

A A TIXGSNZ @35
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GSND 511
B

Argument by

S2

Argument by omission
satisfaction of all C/S of all identified software
safety requirements hazards

P e JER

G2 G3 G4 G8 G9

Unintended opening of press
(after PONR) can only occur
as a result of component
failure

Cc1

Identified
software hazards

Unintended closing of press
can only occur as a result of
component failure

Press controls being C/S fails safe (halts) on, and
'lammed on' will cause
press to halt

Release of controls prior to press
passing physical PoNR will
cause press operation to abort

¢

annunciates (by sounding
klaxon), all single component
failures

G5 G7
Sn1 Sn4
'Failure1' transition of PLC 'Abort' transition of PLC Sn3
state machine includes state machine includes ) Hazard
Black Box BUTTON_IN remaining true | | BUTTON_IN going FALSE Fault tree analysis directed test
Test Results — cutsets for event results

'Hand trapped in
press due to
command error'

Sn2

C/S State
Machine

23 3Chik4

T.Kelly, R. Weaver, Goal Structuring Notation: A Safety Argument Notation

, In Proc. Workshop on Assurance Cases, DSN 2004
© Dependability Science Lab. Nagoya Univ. 2012



O Goal:G_1
FIEEEIT(E
T2 THD

<

n

Strat 'S 1 Strat 'S 2 Strat :S_3 Context:C_4
& Strategy:S_ O Context:C_1 & Strategy:S_ O Context:C_3 & Strategy:S._ O Context:C._
EIE L OERITA fEBRIQIRIZAD S [— fERIZB AR fElRIZBRA
ADIERIC LD ATSEB(C LD pove ADFHL(C & BRIE B
- fEbR DT L
EH1 EH1
O Goal:G_2 O Goal:G_3 O Goal:G_4 € Undevel...
(O Context:C_2
BITRED FEfESZAb (& fERRIRIRIZA\D
HIEEZE(C TRICERENTWNDS BEfEIEEE (ATS)
FhnTns el P CREEN TS

% Undev... >
{3 Evidence:E_1

B Y
eSS

{) Evidence:E_2
ATSE&IE
SETIREE

2% 3Lk M
PR T
http://www.bcm.co.jp/site/youkyu/youkyuso.html
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Assurance CaseDBR(1/2)

AFVRAZBOTE, SEE HBEVAT LAREDOREIZHHA
o YAT LMtHE. BifEA. %3%:1/47‘11/3‘*4‘/7“ FE g N 111 N O
BIBYIRY A= —vaiibnG |,
* MoD Defence Standard 00-56 I Sehesn i Dependibl e
Sufficient Evidence?” &V )3 AL ) 15

US. Food and Drug Administration(FDA) ssisn. Dependability Case szt
: : BRENIZER—DDRBTIZH>TNS
e Infusion Pump (&% 3CHk7)

“.ee and for making an argument as to why the
evidence, your data and analyses, supports the
claim”

o “A safety case is the best way to both document and review
a submittal based on a risk management approach because
the argument shows the proportionality of the mitigation”

lll'nl
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Assurance CaseD &5 (2/2)

200649 H2H ., 770 =A% THE IR TTHh DOMR .2
XV230/3, 227 521 TRz K SEDFEAEL TEE
%3 HHEMHBIREL, 2007412 H4H . AFVRERE
TR G R, B LB, Sy 7h
SIEHRNDPETTEY, @SRRI T OEIZEH>T
FeK, BERLUTERIZR ST, &tz

o Safety CaseDPOMIIETHHTZEBbh-olz, THAL

FPNTOIUE, Rz TE/ - THA WM EINT-

%% CHk8 The Nimrod Review
http://www.official-documents.gov.uk/document/hco809/hc10/1025/1025.pdf
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Assurance CaselZBi9 5
EFRZEFRIE

ISO/IEC

* 15026 System and Software Assurance
» Assurance CaseDIEAREE . HEDEF

OMG

* ARM (ARgument Metamodel), SAEM(Software
Assurance Evidence Metamodel)

o GSNECAEZRMELIZAY BTV, V7 TR DTzbD e
FUADAY T DFEHEAL

o ARMESAEMITI# A I TSACM(Structured Assurance
Case Metamodel)&78>7z(20124E6 H)
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0..* | isTagged
*
H TaggedValue H ModelElement 0.7 target
o key : String o identifier : String
o value : .3tring = description : String o
o content :  String '+ source
P
H ArgumentElement 0.* . 0.* H Argumentink
containsArgumentElement containsArgumentLink:

refersToA 'gu'r"nentEIement

[F 0.1 H Argument | ﬁx ZP

E Annotation | |H AssertedRelationship)

R S

containsArgument
H InformationElement refersToArgument |g_ 0.* :

itati hasStrug
H ReasoningElement H CitationElement
H Assertedinference H AssertedContexd] £ AssertedChallenge
Zﬁ 0.* H AssertedEvidence| [H AssertedCounterEvidence]
| describes I }
Claim
: H ArgumentReasoning

o assumed : Boolean
© toBeSupported : Boolean

H EvidenceAssertion|
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ASCE Tool

o\é 69 ( , 5o |l
--g
o CAE, GSNREZHETXSY—)L
ASCE Tool

o XV AAdelardtL:A3FHFE < Wz L T \5

._E

— L“‘U
I||1'r|

HBRZ1 T4,
WHNTWS

Certware(http://nasa.github.com/CertWare/)

o NASAD Bk

BT —T ) —RDV—))

o EEDARMILE DFHGITL S HEHL

o X DEBRMIIZBRENL A H>TNS
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D-Case Editor

» DEOSTBHFHDEclipse 777 1

o 7N)—y 7L TABE

I | +Reception Service is delivered by a camera robot consisting of
H Gamera component and Robot component

~ There are a redundant pair of camera robots:
Primary Gamera Robat and Backup Camera Robot

o1 | - Acceptable time limit for recovery is 10 seconds
B when Backup Gamera Robot is functioning, otherwise 5 minutes.

Reception Service recovers
from failures.

it the scoopiabl fine
imit

& stateayS 1

Argument across failure detection
and recovery action

© ContextG2 O GoalG2

To detect a failure is to monitor
for it and to alert Maintenance.
Personnel when it ocours.

Service failures are detected
occur.

O GoalG3

Recetption Service recovers
from a detected failure
within the time limit

-8 $-0-Q  BHC- I®S - & Java
5 Ul Gothic v[o MBI A-&-.sc—- a - 1008 3
£ [ Freedcase diagram X] ParameterDataTypexml [d) receptionumicomp. = O[3 Template Selection View 52 =8
s
; F IO REEE R EENNREN R TEE T IR ER RN Tk IR EE IR X CTEE 7 3 P
L o [#) Elevator04 dcase_model
13 O Context0.1 | & & Lbray
O Goatal ||| ® & Pattem

Attachment:
Weight

Score

|#) RankA_vailability.dease_mode!

I Strateey [#) RankB_vailability. dease_mode!

O Evidence 8] RankC_Availability dease_model
[#) dfops dease_model

(@ Monitor

¢ Undeveloped
© Context
@ dustification

a1

Reception Service recovers from failures.
within the acceptable time limit

sffile@BO

http://www.il.is.s.u-tokyo.ac.jp/deos/dcase/
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FEH

VAT LMREEDTZ 8D D3

LY CdhHAssurance CasedD

ST R o) [

o ZTDOXRFIED—DTHAHGSNZHRIHLIC
o BUEEDISITMHDN TS HLTC
o BERUS, Y—NIRELHDETHITLC
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Peter Bishop and Robin Bloomfield, A Methodology for Safety Case Development, In
Proc. Safety-critical Systems Symposium (SSS 98)

ISO/IEC 15026-2:2011, Systems and Software engineering—Systems and
Software assurance—Part2: Assurance case

Ed Roberts, Assurance Cases: Motivation, Technologies, Development,
Presented in RTES forum, Open Group Conference, Jan 2012, San Francisco

T. Kelly, R. Weaver, Goal Structuring Notation: A Safety Argument
Notation, In Proc. Workshop on Assurance Cases, DSN 2004

A —BR, #EEER .42, http://www.bcm.co.jp/site/youkyu/

Daniel Jackson, Martyn Thomas, and Lynette 1. Millett, Software for
Dependable Systems - Sufficient Evidence?, The National Academies
Press, Washington D.C., 2007

Richard Chapman, Assurance Cases for External Infusion Pumps

, 2010
The Nimrod Review,
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[ZLHIZ

DEOS7 Y =7 TIRINETIZ, VXDPDD-Case/
Assurance Caseitd b B2 177/5->TXT -

o TEVAT A

o TLN—% (i EDREERINS)

o B Y RYNT—IT AT A

o XA RAP—L Ry ha 5 Ak

o N—yarayhag—)V VA7 A

o iRk

o A—N—2a L a—~¥DOH~=—27 )V

e TOGAF

e HEh O, AMVEH

o IREREZDIh T eh
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BT/se/Assu rance CaseDH 1 | P
799 DWEMHE
Assurance Casel3E72 P E-ST-BREIZH S

e “There are problems in every aspect of assurance cases:
Building them, Reviewing them, Maintaining them, and

Reusing them” [20] T.Scott Ankrum. Assurance Case Frameworks

Part of High Confidence Software, MITRE Software Engineering Center,
March 11, 2004

Ainz TIIpAFEPDOD-CaseDid iR A7 7 Z i35
o ¥ T, D-CasedNry b7y 72 HiRT DT E
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REEZDAA

IXCBIZ

D-Case&l:

sCabR L AL —)b

RLIR AT T

R
BEEDTARZ 14
FL8: D-Case 10§55
V=)V &5 R

\=§
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DEOST A+t X &D-Case

Change Accommodation Cycle

Consensus Building Development

Requirements | Stakeholders’ Design | Implemen- Verifi- Test
Elicitation / Agreement tation cation
Risk Analysis

A
A
D

greement Description
atabase

Cause
Analysis

Responsive

Action
Failure Failure Response Cycle
Prevention

Failure Response

Accountability
Achievement

Anomaly
Detection/
Failure

Ordinary
Operation

Objectives/
Environment
Change

© Dependability Science Lab., Nagoya University,
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D-Case& &

D-Casel¥Assurance CaseDILIETHSH

e TETF L R AT —T RN Y
BROIZDOREEEILIN TG TE

o AF—PIHRNFTLEEDIR—
o MHKFD —)V R DR Y R—Fh

Goal

OGoal:G_1
Response Time

- - 3
Delay Failure can be

recovered

O Context:C_1

In-Operational Range of
Response Time

» 0~50ms: Normal

» 50~100ms: Severity Level 1

- 100~ms : Severity Level 2

D Q
y I’ I ‘—"]‘ i Strategy:S_1

Argue over COHteXt
Monitoring and
Recovery Adtion | Strategy

(BT )—R)

AR E AV R—)
Assurance Case—#¥IZB 3%

OGoal:G_2

Response Time
can be Monitored

S

WHHIs 72T IR —R
Bz 2oL

© Dependability Science Lab., Nagoya University,
2012

Logs

(m) Monitor:M_1
Test Result,

OGoal:G_3

O Context:C_2
Recovery Action |- - -

D-Script
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Input Boundary Output Boundary
Problems Functional Boundary Problems
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[2] T. Kelly. “Arguing Safety, a Systematic Approach to Managing Safety Cases”. PhD
Thesis, Department of Computer Science, University of York, 1998

[13]R. Bloomfield and P. Bishop, Safety and assurance cases: Past, present and
possible future - an Adelard perspective, in Proc. 18th Safety-Critical Sys. Symp.,
Feb. 2010.

o MiHOEMIERNZ, D NIZIZDHDIDTHNZEHL N

Table 1. Formal Claim Decompositions (to be published)

Main types — keywords ~Comment

architecture splitting a component into several sub-components
functional splitting a component into several sub-functions
set of attributes splitting a property into several attributes
infinite set inductive partitioning from a base case (e.g., over time) [13] J:D
complete capturing the full set of values for risks, requirements, etc.
© Dependability Science Lab., monotonic the new system only improves on the old system

Nagoya University, 2012 concretion making informal statements less vague
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